
Risk management & internal control  
Vopak Control Framework – Risk Management and Internal 
Control Components  
Risk Management and internal control activities are at the core of the Vopak Control 

Framework. This framework is applied at all layers and locations within the Group.  

Risk Management and Internal Control  
The Executive Board, under the supervision of the Supervisory Board, bears the ultimate 

responsibility for identifying and managing the risks associated with the company’s strategy 

and activities. The Executive Board is assisted in carrying out these responsibilities by senior 

management across the business in managing (line management), monitoring (Divisions 

and Global Functions), advising (Risk Committee and Compliance Committee) and assurance 

(Global Internal Audit) activities.  

Vopak applies the principles of the COSO Integrated framework - Internal Control and Risk 

Management - resulting in an integrated cohesive approach starting with determining Vopak’s 

risk appetite, identifying the key risks that may prevent the Group from achieving the 

strategic objectives and then and how the identified risks are to be managed through 

internal controls.  

Vopak Control Framework

External environment

Vopak values

Supervisory Board

Executive Board

Strategic Committee

Code of Conduct

Enterprise Risk  
Management

Standards and  
Policies

Strategy, Planning  
and Appraisal

Control activities  
and Assurance

Divisions and Global Functions Group Companies

  The foundation elements of the Vopak control framework define the principles that underpin  
the Vopak Group’s activities.

 The management processes define activities critical to an effective control framework.
  The organization component defines how divisions and global functions organize and manage  

their activities and how the various operating companies involved relate to each other.
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A cohesive approach: Managing risks and internal control

• Leading assets in leading locations

•  Service leadership

•  Operational leadership

• Technology leadership

• People leadership

• Founder’s mentality

• Vopak values

• Standards, Procedures  
& Guidelines

• Communication, training

• Organizational set-up

• Global – Functional

• Divisional – Regional

Self assesssments: 
• CRSA2: operating companies level

• DMCSA3: Divisions

• Functional self-assessments

• Second line specific topic reviews

• External run surveys

• Management review cycle

Strategy & Objectives Risks & Risk appetite Risk response Monitoring & Assurance

Strategic

Operational

Legal & Compliance

Financial & Reporting

Risk 
appetite 
determined 
per risk

Vopak
Key

Control
Frame- 
work1

Code of Conduct, Culture & Values, Recognition, Whistleblower

Internal 
audit

1  Vopak’s Key Control Framework covering 16 processes providing for effective management through effective controls for risks to be within the risk appetite.
2  Control Risk Self-Assessment.
3 Divisional Monitoring Controls Self-Assessment.

  

Enterprise Risk Management  
Our Enterprise Risk Management (ERM) Framework, which is based on the principles of 

the ‘COSO Enterprise Risk Management — Integrated Framework’, is embedded within 

the quarterly functional performance reviews, the divisional performance reviews  and 

the mandatory Enterprise Risk Management (ERM) reporting which takes place on a 

biannual basis.  

Vopak Annual Report 2022 | 197

Introduction Sustainability Governance, risk  
& compliance

Financial 
statements

Our performance Additional 
information

Our business 
& value creation

Our purpose
& strategy



• Risks identified by the individual 
terminals and divisions

•  Strategic risk discussions with 
global senior management

•  Global principal risks reviewed by 
the Risk Committee and agreed 
with the Executive Board

•  Risk appetites of all principal risks 
are determined by the Executive 
Board and shared within the 
organization 

•  A standard risk management 
methodology facilitates 
communication within the group

• Mitigating actions are established 
for the identified risks and 
reviewed by the Risk Committee

•  Separate action plans are 
established and executed for 
risks, which exceed the risk 
appetite

• Effectiveness of the mitigating 
actions is monitored across the 
three lines of defense 

• Risk Committee reviews 
effectiveness of risk management 
process and acts as the steward 
of risk management

•  The Risk Committee informs the 
Executive Board and the Supervisory 
Board on the principal risks and the 
effectiveness of the risk management 
process

1. Identify 2. Measure 3. Manage 4. Monitor 5. Report

Risk exposures aligned with the strategic objectives 

Embedded in a risk conscious culture

Vopak’s Risk Management Framework

  

Vopak’s ERM process is guided and overseen by the global Risk Committee. The ERM 

process is aimed at ensuring the timely identification and mitigation of risks and risk trends 

while at the same monitoring that the Group remains within the defined risk appetite. It 

requires all operating companies to assess and report their key risks, the likelihood, financial 

impact and the mitigating actions in place plus an assessment of the effectiveness of these 

actions. Divisions review, discuss, supplement and report on these risks as the basis for 

the biannual discussions between Division Management and representatives of the Risk 

Committee. A dialogue also takes place with Global Directors and other members of senior 

management and the outcome of the process is discussed by the full Risk Committee. 

The in-depth dialogue with the Executive Board concludes the process prior to sharing 

and discussion with the Audit Committee and the Supervisory Board.  

Confirmation of the process is provided through the work of Global Internal Audit, which 

ensures that operating companies have a robust ERM process at the local level and that the 

Control Risk Self-Assessments (CRSAs) are providing a true and fair view. The Executive 

Board accordingly considers the ERM process to be effective.   

Risks  
Vopak’s purpose is to store vital products with care. Our activities involve risks which include 

safety and financial dimensions. Risks in general cannot be entirely eliminated. However risk 

management does provide valuable insight into these risks, so that we can take informed 

decisions about these risks and risk management measures.   

Risk levels can be subdivided into five categories, ranging from very low to very high. The 

risk category depends on two factors: the probability of occurrence and the impact hereof 

on our strategic objectives. The potential impact on our objectives is assessed based on 

various aspects. Based on their probability and impact, each risk is assigned a place in the 

risk matrix.   
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Risk appetite   

To achieve our strategic objectives, we sometimes need to accept risks to a certain extent. 

The extent to which we are prepared to run risks in attaining our objectives (i.e. our “risk 

appetite”) varies from risk to risk:  

• Where strategic risks are concerned, we seek the right balance between the risks and our 

longer-term ambitions. 

• When it comes to safety and other operational risks, we take no risk whatsoever. All risks 

are excluded, where possible and realistic. 

• Our risk appetite is low when it comes to legal and compliance risks. We are expected to 

comply with laws and regulations and are committed to acting in accordance with internal 

standards and procedures and the Vopak Code of Conduct. 

• We have a low appetite for financial and reporting risks. This ensures that we have   

a healthy financial basis and meet our key financial ratios. 

Explanation of risks  
The nature of Vopak’s business model is long term, resulting in many risks being enduring 

in nature. Nonetheless, risks may develop and evolve over time due to internal and external 

developments. The risk overview should be read carefully when making an assessment 

of the company’s business model, its historical and potential future performance, and the 

forward-looking statements contained in this Annual Report. Although the risk management 

process followed is considered to be effective, there is no absolute certainty that the 

mitigating actions with respect to the principal risks will be effective or that other risks may 

be prevented from occurring.   

In its 2021 annual report Vopak reported 14 principal risks that could prevent the company 

from achieving its strategic objectives. These risks were:  

Strategic risks  
• Unable to deliver on the growth strategy  

• Market volatility  

• Energy transition  

• (Crude) Oil and Gas market price developments  

• Geopolitical developments  

• Increasing competition and overcapacity  

Operational risks  
• Physical effects of climate change  

• Major safety incident  

• Large complex construction projects  

• Unable to deliver digitalization strategy  

• Risk of cyber breach of IT- and/or OT systems  

Legal and compliance risks  
• Complex and changing laws and regulations  

• Behavior not in line with Vopak values  

• Reputational damage to Vopak  

In the course of 2022 the Executive Board has updated its view of Vopak’s principal risks. 

This has resulted in an updated principal risk register, now consisting of 10 principal risks.  
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Legal and Compliance Risks

Financial and Reporting Risks

Operational Risks

 
 

Strategic Risks

 
 

Executing growth strategy in ITL, LNG and new energies

The pace of the energy transition

Geopolitical risks

Market volatility

Physical effects of climate change

Cyber security

People

Safety, health and environment

Laws and regulations

Access to capital

Neutral risk trend

Increased (residual) risk

Decreased (residual) risk

Probability of occurrence
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Our current principal risks
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The key changes compared to 2021 are:  

• The risk of not being able to execute our growth strategy is narrowed down to industrial 

terminals (ITL), LNG and new energies to reflect Vopak’s strategic growth priorities. 

Although this risk obviously applies in general, it is most pronounced in the new energies 

space, where business models and technologies are often still unproven, and where 

project returns can be more uncertain.   

• The risks related to market volatility, (crude) oil price movements and competitive forces 

were bundled in one principal risk “market volatility”.   

• We introduced a new risk (7) related to people. Increasingly, we are exposed to the risk 

that we cannot attract and retain the right talent at the right locations. This risk was 

identified at multiple locations and for multiple functions.  

• Access to capital markets is now being reported as a new principal risk (10). This risk was 

also identified previously as part of the general (inherent) risks section of the annual 

report.   

• Conduct not in line with Vopak’s code of conduct remains a real risk in doing business, 

and we remain very vigilant in ensuring that soft controls and hard controls are in place 

to minimize the chances of breaching the code of conduct. This topic has full management 

attention, and we believe that the controls in place are effective and that, as such, it does 

not represent a principal risk.

• Reputational risk is removed as a principal risk. We are obviously exposed to the risk of 

damage to our reputation, we consider however that reputational risk is a consequence 

of not adequately managing our (principal) risk, rather than a risk in itself.  

In addition, we are further refining the enterprise risk management process by introducing 

“risk owners” that are answerable to identifying risk developments and risk response 

strategies for each of the principal risks.  

Overall risk development  
Overall the risk profile of the company has increased compared to 2021 in view of the 

increased level of uncertainty in the business environment. Geopolitical risk is on the rise. An 

immediate concern is the continuing risk of escalation and overspill from the Ukraine-Russia 

conflict. In addition, China is increasingly a source of uncertainty. Market volatility has also 

further increased. High energy prices, high inflation, staff shortages, sanctions, and strict 

regulation may furthermore result in a strong recession in Europe. In the longer run it may 

lead to scale-down and closure of the EU chemical industry. This may lead to significant 

changes in trade patterns which in turn may redirect supply chains.  

The 10 principal risks that could prevent Vopak from achieving its strategic objectives are 

described in this section, together with the risk development and their mitigating 

actions applied. 
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Strategic risks  

Risk description  Risk trend  Risk appetite & horizon  Link to strategy  

 

1    Executing growth 
strategy in ITL, 
LNG and new 
energies  

  
Risk appetite  
Medium  

Risk horizon  
Medium to 
long-term  
 

What is the risk?  
As part of our Shaping the Future strategy, we seek to grow our base in Industrial (ITL) and Gas terminals, and accelerate towards new 
energies and sustainable feedstock. Projects related to ITL, LNG and new energies can be complicated. The regulatory framework is often 
complex. For new energies projects a myriad of stakeholders is involved and often entire supply chains need to be lined up for a project to be 
successful. In addition there can be uncertainty related to technology development and market demand. There is a risk that economic returns 
for these projects will initially be lower.  

How is the risk managed?  
Vopak New Energies & LNG  is a dedicated Division within Vopak that is set-up to identify, select and execute growth opportunities in LNG    
and New Energies. Business development professionals have been appointed for the key regions, supported by central technical- and project 
management capabilities. A disciplined opportunity funnel management is in place to ensure that resources are allocated to those 
opportunities that have the highest strategic fit, and have the highest chances of exceeding Vopak’s financial return criteria.  

What is the risk trend?  
Neutral  

Who is the risk owner?  
Division President LNG & New Energies  

 

2    The pace of the 
energy transition    

Risk appetite  
Medium  

Risk horizon  
Medium to 
long-term  

 

What is the risk?  
The pace and extent of the energy transition could pose a risk to Vopak if our own actions to decarbonize our operations and transform our 
terminal portfolio move at a different speed relative to society. If we move slower than society, it would reduce the demand for our services, 
and adversely affect our reputation, besides materially affecting our earnings and financial results. If we move faster than society, we risk 
stepping away from profitable markets, and investing in technologies or markets that are unsuccessful because there is limited demand for 
them. This could also have a material adverse effect on our earnings, operating cash flow return and financial condition.  

How is the risk managed?  
The Vopak Sustainability Roadmap sets out clear sustainability ambitions and priorities and integrates them into annual budget cycles, business 
agendas, work programs and daily activities. The Roadmap clearly sets Vopak’s ambition to be net-zero by 2050. It also addresses the 
challenges that are posed by the dual objectives of limiting climate change on the one hand, and Vopak’s key role in providing access to 
affordable, acceptable and sustainable energy and feedstocks for all on the other hand. Vopak has set ambitious targets of reducing its own 
environmental footprint and lowering its own emissions of greenhouse gases (GHG). In this respect Volatile Organic Compounds (VOCs) are 
one of the important issues for Vopak to address. Actions are defined to meet the 30% reduction target (versus 2021) by 2030. Reducing VOC 
emissions is one of the priorities addressed in the Sustainability Roadmap. Also biodiversity is an important issue for Vopak to address.   

What is the risk trend?  
Neutral  

Who is the risk owner?  
Global Director Operations & Technology  

  

Grow

Improve

Grow

Accelerate

Accelerate
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Risk description  Risk trend  Risk appetite & horizon  Link to strategy  

 

3    Geopolitical risks    Risk appetite  
Medium  

Risk horizon  
Medium to 
long-term  
 

What is the risk?  
We operate in 23 countries that have different degrees of political, legal and fiscal stability. This exposes us to a wide range of political- and 
country risks that could result in changes to laws and regulations. In addition it includes tensions between nation states, such as Russia’s 
invasion of Ukraine, and the US-China relationship.   

How is the risk managed?  
We continually monitor geopolitical developments and societal issues relevant to our interests. Our Legal and Tax functions support our 
businesses in ensuring compliance with local laws and fiscal regulations.  The well-diversified global terminal network of Vopak supports 
different market/product combinations, reducing dependency of locations and products. In seeking growth opportunities, Vopak avoids 
business development projects in countries with an undue high geopolitical risk profile unless the risk can be mitigated or is compensated 
by higher returns. Developments are continuously monitored - including impact assessments by a combination of local management, 
Division and Global.   

What is the risk trend?  
Increasing  

Who is the risk owner?  
Chairman Global Risk Committee  

 

 

4    Market volatility    Risk appetite  
Medium  

Risk horizon  
Short- to 
medium term  

 

What is the risk?  
In our end markets we are exposed to market volatility that can lead to changes in product flows. Changing industry market dynamics can lead 
to structural changes in product flows and increased volatility. Exposure to (crude) oil and gas market price developments can lead to both risks 
and opportunities. Fluctuating movements in (crude) oil and gas market pricing have consequences for our customers putting pressure on the 
value chain, although this can offer storage opportunities in the short term. Differences per region are observed.  

How is this risk managed?  
We have a diversified global terminal network based on clear strategic criteria for certain product/ market combinations. We continuously 
conduct in-depth analyses of scenarios and global trends by Global Commercial & Business Development in conjunction with the Divisions and 
local teams with the objective that the company is able to timely identify changing market developments and respond accordingly. In addition 
we are continuously reviewing and updating our terminal portfolio based on the strategic criteria, shifting our portfolio further towards industrial 
terminals, chemicals, LNG, LPG and chemical gases.  

What is the risk trend?  
Increasing  

Who is the risk owner?  
Global Director Commercial & Business Development  

  

Improve

Grow

Accelerate

Improve

Grow
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Risk description  Risk trend  Risk appetite & horizon  Link to strategy  

 

5    Physical effects of 
climate change    

Risk appetite  
Medium  

Risk horizon  
Long-term  

 

What is the risk?  
Climate change consists of various segments of risks to which Vopak is  (potentially) exposed. These segments could briefly be categorized in 
physical risks (chronic risks and extreme weather events), market risks (changing market dynamics, product- and technological developments) 
and policy developments (legislation, reputation).  

How is the risk managed?  
Vopak has embraced and embedded the TCFD framework in its process to create awareness and assess exposures and developments. The 
process has resulted in a risk and opportunity assessment, based on IPCC and IEA scenarios, regarding  physical risks, market risks and policy 
developments. Vopak has performed stress-tests for various terminals to identify the exposure to climate change and extreme weather events. 
This has led to enhanced investments in measures against adverse weather and climate induced conditions and leverage of global expertise 
and technical knowledge for optimal cost-effective solutions.  

What is the risk trend?  
Neutral  

Who is the risk owner?  
Global Director Operations & Technology  

 

 

6    Cyber security    Risk appetite  
Low  

Risk horizon  
Short term  

What is the risk?  
We heavily rely on information technology systems in our operations. Cyberattacks with a political or terrorist motive are increasingly targeting 
vital infrastructure. Ransomware – maliciously encrypting files and systems before demanding a ransom to make them accessible again – has 
developed to such a degree that it poses a risk to the national security in many countries. Disruptions to or outages of our infrastructure can 
lead to disruptions of supply chains that are vital to the economy and to society at large.  

How is this risk managed?  
The CISO Office has overall responsibility for the entire process of information security and therefore has a key role in managing cyber risks. We 
continually measure and improve our cyber-security capabilities. To reduce the likelihood of successful cyber attacks, our cyber security capabilities 
are embedded into our IT and OT systems. Our systems are protected by preventive, detective and responsive technologies and controls. We 
protect Vopak from cyber risks by managing risks and by having a culture in which security is a given. We detect risks by actively monitoring 
identified threats and we respond effectively by resolving and further investigating security incidents. Finally, risk control is set up to enable 
recovery when cyber risks occur: we have organized business continuity management and set up Disaster Recovery Plans for this purpose.  

What is the risk trend?  
The risk has increased, we see more attacks every year and the sophistication of these attacks is growing.  

Who is the risk owner?  
Corporate Information Security Officer  

  

Improve

Grow

Accelerate

Improve
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Risk description  Risk trend  Risk appetite & horizon  Link to strategy  

 

7    People    Risk appetite  
Medium  

Risk horizon  
Short- to 
medium term  

 

What is the risk?  
Our ability to attract, develop and retain a diverse range of skilled people is critical if we are to compete and grow effectively. This is especially 
true in emerging markets, including New Energies, where there can be a high level of competition for a limited talent pool. It is also true for 
our companies that operate in relatively remote geographical locations where it is difficult to attract the right talent. The loss of management    
or other key personnel or the inability to identify, attract and retain qualified personnel could make it difficult to manage the business and could 
adversely affect operations and financial results.  

How is this risk managed?  
Our Sustainability Roadmap provides the basis for a strong narrative regarding Vopak’s transition to a more sustainable future, which we 
believe is key to attract and retain talent. In addition we are rebalancing staff competencies in response to the shift in the Vopak portfolio    
to industrial, gas and new energies infrastructures. Also, we are promoting the Vopak Employee Value Proposition (EVP), positioning Vopak  
as an employer of choice.  

What is the risk trend?  
Increasing  

Who is the risk owner?  
Global HR Director  

 

 

8    Safety, health 
and environment    

Risk appetite  
Low  

Risk horizon  
Short-term  

 

What is the risk?  
The nature of our operations exposes us, and the communities in which we work, to a wide range of health, safety, security and environmental 
risks. If a major risk materializes, such as an explosion or a spill, this could result in injuries, loss of life, environmental harm, and disruption of 
business activity.  

How is the risk managed?  
We have standards and a clear governance structure to help manage safety, health and environmental risks and avoid potential adverse effects. 
The standards and governance structure also help us to develop mitigation strategies aimed at ensuring that if such a risk materializes, we avoid 
catastrophic consequences and have ways of trying to remediate any environmental damage. We routinely practice implementing our 
emergency response plans to significant risks (such as a spill, toxic substances, fire or explosion).  

What is the risk trend?  
Neutral  

Who is the risk owner?  
Global Director Operations & Technology  

  

Improve

Grow

Accelerate

Improve
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Risk description  Risk trend  Risk appetite & horizon  Link to strategy  

 

9    Laws and 
regulations  

  Risk appetite  
Low  

Risk horizon  
Short-term  

 

What is the risk?  
We are exposed to extensive laws, including those relating to bribery and corruption, sanctions, taxation, antitrust, financial markets regulation 
and rules, environmental protection, use of hazardous substances, product safety and dangerous goods regulations, employment of labor and 
occupational health and safety standards. Failure to comply with laws and regulations could expose us to civil and/or criminal actions leading to 
damages, fines and criminal sanctions against the company  with possible consequences for our corporate reputation. Changes to laws and 
regulations, including more stringent environmental requirements, could have a material impact on the cost of doing business.  

How is this risk managed?  
Terminal management is primarily responsible for maintaining a robust general and permit compliance program. Division/Global support and 
involvement of external specialists is used when necessary. Operating permit compliance is being monitored at various levels within the 
company and is a critical element of Vopak’s Terminal Health Assessment program. Permit status is considered a critical path in all project 
development activity and is actively monitored through Steering Committees. Global policies and guidelines are in place addressing business 
compliance requirements. The  Compliance Committee reviews that appropriate compliance processes are in place for dedicated compliance 
topics and for the identification and mitigation of  principal compliance risks    

What is the risk trend?  
Neutral  

Who is the risk owner?  
Global Director Legal  

 

 

10    Access to capital    Risk appetite  
Low  

Risk horizon  
Medium- to 
long-term  

 

What is the risk?  
Vopak is a capital-intensive company with long-term investments. Long-term access to external funding is critical for achieving the strategic 
objectives of the company. Our failure to successfully access capital markets would severely limit our ability to engage in desired activities and 
may mean that we will not have sufficient funds available for our growth strategy.  

How is this risk managed?  
Vopak’s financing strategy is focused  on supporting the business, safeguarding liquidity and securing funding for our long term growth strategy 
through flexible access to various capital markets and funding sources, at competitive terms and conditions while maintaining a robust implied 
investment grade rating profile and within the applicable financial covenants. The development of our Senior Net Debt: EBITDA ratio is 
continuously monitored and discussed on a regular basis with the Executive Board, the Audit Committee and the Supervisory Board to ensure 
that the company remains within its covenant ratios. A clear financing policy with respect to subsidiaries and joint ventures is in place. 
Group liquidity requirements are monitored continuously. Long-term liquidity risks are reviewed each quarter and before every significant 
investment. Active cash management takes place on a daily basis. Liquidity risks are described in more detail in Section 6 of the Consolidated 
Financial Statements.  

What is the risk trend?  
Some financial markets are more volatile than others, overall neutral  

Who is the risk owner?  
Global Director Treasury, Insurance & Pensions  

  

Improve

Grow

Accelerate

Improve

Grow

Accelerate
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Other general (inherent) risks not considered principal risks

Theme Description

Foreign Exchange As a globally-operated company, Vopak is confronted with money flows that are not in its functional (Euro) currency. Operating globally provides an extent of ‘natural hedging’ but foreign exchange 
exposure risk exists. This risk is continuously reviewed and measures taken to limit the exposure in line with the foreign exchange policy of Global Treasury. 
Our financial risks are described in detail in Section 6 of the Consolidated Financial Statements.

Insurance A general business risk exists that losses are suffered due to inappropriate coverage of the incident by third-party insurers. Our Global Insurance Policy aims to strike the right balance between 
arranging insurance to cover Vopak’s risks and financing adverse implications ourselves. The principal factors underlying our insurance policy are risk tolerance and risk transfer costs. On this basis, 
Vopak has purchased worldwide insurance cover for a wide range of risks, such as environmental and third-party liability, property damage, business interruption and cyber-related activities. 
The financial credit ratings of the insurance companies involved are reviewed on a regular basis and, where appropriate, risks are spread across several insurance companies.

Tax and Tax related Vopak operates terminals and other activities in many different countries. As tax laws and regulations differ per country and can be complex, the company runs the inherent risk of non-compliance 
with the local tax legislation and the tax policy of the company. The Vopak Control Framework has a dedicated section stipulating the internal controls to address the risks related to tax and which 
enforce compliance with the group tax policy. Furthermore, the highly skilled tax experts at the Global Tax department assist local and divisional management in complying with the tax requirements 
and monitoring the effectiveness of the internal controls relating to tax as well as the tax position of the group.

Legal, compliance and social risks

Risk Risk description Risk Horizon Risk appetite Mitigating actions Development

12 Complex and changing laws and regulations can negatively impact being 
Business, Operational and Environmental compliant
Obtaining, renewal and/or revisions to permits and licenses for product 
storage from local and national governments, as well as compliance with local 
laws and regulations are essential to start or continue operating our terminals. 
Governments are becoming stricter often due to failings/incidents in the 
industry, regulations are frequently changing and/or can be unclear making 
100% compliance at all times at all locations globally a challenge. However, 
Vopak’s objective is to ensure full compliance. Uncertainties given changing or 
unclear requirements can also arise when applying for permit renewals/
applications.
 
More stringent demands on environmental requirements as required by our 
permits may lead to additional sustaining capex investments which can not 
always be recovered from customers.

Short to 
medium term

Very low Operating and Business compliance is non-negotiable
Terminal management is primarily responsible for maintaining a robust general and 
permit compliance program. Division/Global support and involvement of external 
specialists is used when necessary. Operating permit compliance is being monitored 
at various levels within the company and is a critical element of Vopak’s Terminal 
Health Assessment program. Permit status is considered a critical path in all project 
development activity and is actively monitored through Steering Committees.

Global policies and guidelines are in place addressing business compliance 
requirements. The compliance committee ensures that appropriate compliance 
processes are in place for dedicated compliance topics and that the principal 
compliance risks are identified and mitigated

Commercial teams are in continuous dialogue with our customers on increasing 
compliance and sustainability investment with the aim of recovering (part of) these 
additional investments via the storage and handling fees.

13 Behavior not in line with Vopak values
Individuals and/or groups of individuals can behave in a manner that is not in 
line with our values which can lead to financial, business and reputational 
consequences. It is recognized that certain regions/countries are more 
susceptible to having a culture not in line with the Vopak Values. 

Short to 
medium term

Clear guidance on culture, values and behavior for every employee
At all levels of the company, management sets the highest standards in respect of 
desired culture, values and behavior based on the five global Vopak Values and the 
Vopak Code of Conduct. Our Vopak Values are globally implemented and positively 
and actively embedded in our culture. Adhering to the Vopak Values is non-
negotiable. Whistleblower rules are available globally for all terminals. All 
whistleblower cases are followed up and investigated in line with Vopak’s policies.

14 Reputational damage to Vopak as a brand, company and employer
Sustainability, Climate Change and societal developments are becoming 
increasingly important topics. The (public) perception in terms of sustainable 
developments and societal developments is both a risk and opportunity to 
Vopak.

Short to 
medium term

Very low Vopak is very much aware of its social responsibility, role and involvement in 
today’s society 
It is Vopak’s responsibility to do what is reasonably possible to contribute to society 
and the environment and minimize the negative impact the company may have on 
both. We work hard to reduce our environmental footprint and minimize any negative 
impact of our operations on people’s safety, health and wellbeing. The Vopak Values 
and Code of Conduct serve as our moral compass and we embrace selected UN 
Sustainable Development Goals (SDGs) to create a focus on where we can 
contribute to society. Our ambition is to be the sustainability leader in our industry 
and to be as good as the safest and most sustainable of our customers.
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Internal Control   
Vopak has identified sixteen key business processes and has internal controls, designed in a 

principle-based manner, to address risks foreseen in each of the processes. This principle-

based internal control framework is rolled out to all operating companies.  

Local management (‘first line’), supported by Divisions and Global Functions, is responsible 

for ensuring this framework is implemented, operating effectively and key risks are managed. 

Divisions and Global Functions are ‘second line’ responsible for the monitoring of internal 

controls locally, including assessing their effectiveness. The ‘third line’ is Global Internal Audit 

providing independent assurance on internal control existence and effectiveness.  

In addition to audits executed by Global Internal Audit, which include a fraud vulnerability 

assessment when a business process audit is executed, the maturity of key control 

implementation per operating company is assessed each year through the completion 

of the Control Risk Self-Assessment (CRSA). The CRSA covers the sixteen key processes 

and related controls including those specifically directed at fraud and corruption.  

Complementing the CRSA, are a number of additional functional- and region-specific 

monitoring activities undertaken throughout the year by the Global Functions, all with the 

objective to assess the extent of implementation and effectiveness of expected controls 

and establish further improvements from a functional responsibility perspective.  

Policies continued to be updated as appropriate during 2022. The introduction of new IT systems 

via the MOVES program improves our control environment through the further standardization 

of processes and systems and by enabling increased transparency and monitoring of actions.  

The Executive Board is assisted in fulfilling its responsibilities with regards to internal 

controls by the Risk Committee, the Compliance Committee and the Disclosure Committee. 

These three Committees have an important role in the company’s overall internal control 

framework by providing cross-functional and cross-divisional advisory insight on key topics 

directly to the Executive Board.  

The internal control framework is reviewed and updated periodically to ensure control design 

and guidance remains relevant and effective for the organization.   

Management Review Cycle  
Key to the control process is the regular reporting cycle. Monthly and quarterly management 

reports are prepared by all operating companies and Divisions including joint ventures in line 

with clearly defined mandatory reporting requirements. The reports and related discussions 

between senior management, including but not limited to the Executive Board, cover not 

only financial but also key operational, sustainability, human resources and commercial 

performance indicators aimed at monitoring the achievement of strategic objectives. A 

critical element of these discussions is comparing progress against prior-year performance 

and Vopak’s Annual Budget which, together with the two subsequent plan years, is reviewed 

and approved by the Executive Board for all Divisions and operating companies each year.   

Internal control framework
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Role of Internal Audit  
The primary role of Global Internal Audit is to provide independent assurance and advise the 

Executive Board in relation to its responsibility to ensure both the existence and 

effectiveness of internal controls in order to safeguard the company’s goals. A broad range of 

audits are executed of an operational, investigative and compliance nature with the audit of 

financial external reports being the responsibility of Vopak’s external statutory auditor. 

Advising and consulting activities also take place providing internal control input to projects 

undertaken by the organization to support functional owners.   

Internal audit to preserve and create value 
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Global Internal Audit reports directly to the Executive Board. Its activities are also overseen 

by the Audit Committee of the Supervisory Board. The Internal Audit Charter is endorsed by 

both the Executive Board and the Audit Committee. The core audit team is located at the 

Global Head office, often supplemented by subject matter experts either from the business 

or external support as appropriate.  

The annual internal audit plan is developed using a risk-based approach focusing on key 

objectives of the company and risks relating to those objectives. The audit universe includes 

all processes, entities and activities within the company, including Global and Divisional 

functions. The plan takes into account the feedback resulting from the dialogue with senior 

management. Throughout the year, the results of all audits and advisory activities are shared 

and discussed with the Executive Board and discussed each quarter with the Audit 

Committee. Progress against the plan is reported.   

The follow up of audit findings is the responsibility of the auditee with monitoring thereof 

and subsequent closure being the responsibility of the Division and/or Global as appropriate. 

The outcome of this process is formalized biannually with reporting to Global Internal Audit 

through the ‘audit findings follow-up’ system. Exceptions to what is expected are followed 

up proactively with Divisions by Global Internal Audit. The audit findings follow-up meetings 

also take into account follow-up from reviews undertaken by commercial and external 

financial auditors.  

Continuous evaluation of the Global Internal Audit function takes place. The results are 

reported to the Executive Board and Audit Committee on an annual basis. In addition, an 

externally performed quality assurance audit by the Dutch Institute of Internal Auditors (IIA) 

takes place on a five-year basis. The first review at the end of 2016 was positive and    

re-confirmed that work is performed in accordance with the International Internal Auditing 

Standards. The IIA certificate was successfully renewed in 2022. The evaluation of the audit 

function by the Executive Board and the Audit Committee has taken place during the year.  

Management assessment, Letters of Representation and In-Control 
Statement  
Management consider that the processes in place as described including those in 

the Corporate Governance chapter are of a maturity that enables implementation and 

effectiveness of risk management and internal control to be assessed with the view that 

there have been no material deficiencies in the internal risk management and control 

systems relating to the risks observed during the financial year. Further improvements 

noted, such as ongoing policy refinement and the update of the IT systems, serve to 

further improve our maturity level and not to change the processes.  
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The view that there are no material deficiencies is underpinned by the Letter of 

Representation that is signed by Terminal Management, Divisional Finance Directors, 

Division Presidents and Global Directors at the end of each half year and full year. This 

Letter represents the key elements of internal control and full disclosure of deviations to 

that control as appropriate. The results of this process including deviations are specifically 

discussed with the Executive Board and, together with the results of the various monitoring 

and assurance activities as described above (which are explicitly re-evaluated by both Global 

Control & Business Analysis and Global Internal Audit for the purposes of the In-Control 

Statement at year-end) provide input for the In-control statement issued by our 

Executive Board.  

The In-Control Statement issued by the Executive Board is included directly after the 

Financial Statements.  
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